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OT3b1B

LIJIeHa AHccepTa11H0HHoro COBeTa r HaTnqa Mnxana I-la AHccepTaumo KHHM0Ba Xacypa

YTKH1)0Bnqa Ha TeMY «O np06J1eMax OllTHMH3aUHH 6e30nacHocTH MHOrOYPOBHeBOÜ

BHPTyaJ1bHOü npeÅcTaBJ1eHHY0 Ha conclcmme yqeHoü CTeneHH KayunmaTa

TeXHuqeCKUX Hayc 110 cneUHU1bHOCTH 1.2.2. MaTeMaTnqecKoe MoneJIHP0Bmme, LIHCJ1eHHb1e

MeTOÅb1 H KOM11J1eKCb1 IlporpaMM.

ÅuccepTa11H% KH}1MOBa X.Y. IlocBH11-xeHa aKTyaJ1bHb1M Ilp06J1eMaM orlTHMH3a11HH H

06ecneqeHH% 6e30nacHOCTH B KOHTeKCTe MHOrOYPOBHeBb1XBHPTyaJ1bHb1X ceTeü.

HOBH3Ha pa60Tb1 COCTOHT B KOM6HHHPOBaHHOM nomxone, 06beÅHHM01-qeM

npeHMY111ecTBa amOPHTMOB PBFT H Raft, MTO MO)ICT CTaTb KJnoqeBb1M B

06ecneqeHHH ycne111Horo MexaHH3Ma KOHceHcyca B COBpeMeHHb1X pacnpeneJ1eHHb1x

CHCTeMax. VIC110J1b30Bmme KOM6HHHPOBaHHOrof10Axoma npencTaBJIRT C060ü HOBaTOPCKYO

H cTpaTermo 06ecneqeHH51 MacL11Ta6upyeMOCTH OTKUOYCTOÜHHBOCTH B

YCJIOBHHX )ICCTKHX Tpe60BaHHü K 11POH3BOAHTeJ1bHOCTH HaÅOKHOCTH.

KOM6HHHPOBaHHb1ii110Ax0Å, 06beÅHHffOLUVIÜ anOPHTMb1 PBFT H Raft, 06J1amaeT

npaKTnqecK0ii IWHHOCTb10 B HeCKOJ1bKHX acneKTax:

1.

2.

3.

VIC110J1b30BaHne PBFT B HH)KHeM cnoe 06ecne1-1HBaeT BblCOKYO CKOPOCTb 06pa60TKH

TpaH3aK11Mii, LITO KPHTuqeCKM B0KHO CHCTeM, rx(e He06XOÅMMb1 6b1CTPb1e

orrepaunu.

Raft B BepxHeM cnoe Å06aBJIRT TIPOCTOTb1 B ynpaBJ1eHHH cucTeM0ii H H3MeHeHHH

MTO HOJ1e3HO IIPH BHeceHHH V13MeHeHHÜ H Mac111Ta6up0BaHHH

CHCrreMb1.

KOM6HHHPOBaHHb1Ü110ÅXOÅ npeÅOCTaBJIRT rn6KYK) apxmeKTypy, 1103BOJ1ff01UYK)

aÅa11TmpoBaTbcn K PUJIHHHb1M TPe60BaHHSIMnpHJ10xeHHM n JlerK0 BHeÅPATb

H3MeHeHHH.

33-06-26 от 12.01.2024



CTeneHb AOCTOBePHOCTH n anp06aunq pe3YJ1bTaTOB: Pe3YJ1bTaTb1AHccepTaLIHH TIO

Mepe nx 110J1yqeHHH AOKJ1aÅb1BUIHCb aBTOPOM Ha 5 MOICÅYHaPOÅHb1X H

ony6JIHKOBaHb1 B 12 CTaTb%X B xypHaJ1ax UJIH c60pHHKax

AKTyaJ1bHOCTb KOM6HHHPOBaHHOro110Åxoma:

1.

2.

3.

B COBPeMeHHOM MHpe MHO)KeCTBO CHCTeM, BKJ11-oqan MeÅHUVIHCKUe,

HPOM3BOACTBeHHb1e npyrue, CTaHOB51TC% BCe 60nee pacnpemeJ1eHHb1MH. 3T0

06YCJIOBJ1eHOHe06XOAVIMOCTMO 06pa60TKM 60J1b1110FO 06beMa maHHb1X, 06ec11eqeHHH

0TKuoycToiiLIHBocTH H Macli1Ta6upyeMocTH. KOM6HHHPOBaHHb1ii110Åx0A npeÅJ1araeT

pemeyme pa60Tb1 B TalCHX YCJIOBU%X.

Bpervl% OT BpervreHH pacnpeÅeJ1eHHb1e CHCTeMb1 110ÅBepraK)Tcn KH6epyrp03aM, TalCUM

Kal< aTaKH BpeÅOHOCHoro riporpaMMHoro 06ecneqeHH% H DDoS-aTaKH. ATOPHTMb1

B PUJIHHHb1X 0TpaCJ1%X cymecTByeT HeOTJIO)KHaq TIOTPe6HOCTbB BblCOKOÜ

TIPOH3BOÅnrreJ1bHOCTH H orrepaTHBH0ii 06pa60TKe naHHb1X. PBFT, 06ecnet1HBaH

BblCOKYO CKOPOCTb, Raft, lipemocTaBjM% npocT0TY ynpaBJIRMOCTb, B

COBOKYHHOCTH MoryT YAOBJ1eTBOPHTb 9TH Tpe60BaHHfl.

Pa60Ta COCTOHT BBemeHH51 H 4 EJIaB, 3aKmoqeHHH, crmcKa JIHTepaTypb1, 2

npHJ10)1GHHii Ha 107 CTpmmuax, cozxep)KHT 15 PHCYHKOB H 2 Ta6JIHUb1.

BBeÅeHne B muccepTaumo flBJIRTC% KpaüHe HHd)OPMaTHBHb1M H opraHH30BaHHb1M

cerMeHTOM pa60Tb1. ABTOP merv10HcTpnpyeT rny60Koe 110HHMaHvre

aKTYU1bHOCTH HCCJ1eAOBaHH51 B KOHTeKCTe COBpeMeHHb1X rreHmeH11HüB HHd)OPMaUHOHHb1X

TexHOJ10rmqx. YKumme Ha BJIVffHme BHpTyaJIH3aLIHH 06pa60TKH AaHHb1X Ha

6e3011acHOCTb nocTyna ABJIRTC% JIOrH11Hb1M BBeneHV1eM B np06J1eMaTHKY.

B nepB0ii rnaBe paccMOTpeHb1 aKTYU1bHb1e 3amat1H, Tpe6yyomue cneuqd)nqecrcmx

IIOÅXOÅOB K pacnpeneJ1eHH0MY peecTpy. VICCJ1eAOBaH0 HC110J1b30Bmme IlporpaMMHoro

06ecneqeHHH C OTKPb1Tb1M HCXOÅHb1M KOAOM pea-JlH3auvm pa3H006pa3Hb1x ceTeBb1X

B ceTqx 6G Ha PUJIHHHb1X ypoBH%X, BICJ1roqaq upo, TpaHcnopT H mocTY11.

ElpeÅJ10)1€eHa KOHI-xer11-1HS1 ABYXYPOBHeBoÜ HepapxnqecK0ii apxurreKTypb1 6J10KqeiiHa B poJIH

OCHOBHOii CHCTeMb1 ynpaBJ1eHH% pecypcaMH. BblÅeneH0 111DHMeHeHqe KOHUeTIUHH rpmma

YAOBJ1eTBopeHH% r10Tpe6HocTeii 6e30nacHocTH B KpY11Hb1x VIH(bOPMaUHOHHO-

Bb11-1HCJIHTeJ1bHb1X CHCTeMax, KOTOPb1e AHHarvmqeCKH pemeHH%

CJIO)KHb1X 3aAaq. Ilomp06H0 ormcaHb1 OCHOBHb1e npvmuurlbl rpHA-TexH0J10rnq, BKJffoqaq

m06aBJ1eHue 110J1b30BaTeneii H nepeÅaqy pa60qux pecypcoB.



Bo BTOPOÜ rnaBe nonp06H0 nccJ1emyeTcn npouecc 06e3JIHHMBaHHH naHHb1X, yt1HTb1Ba51

MOAeJ1b pucKa, a Tarcxe BHeÅPRTC}1 KOHUe11UVIH AOCTHHCHHSI 6aJ1aHca none3HOCTb1-O

06e3JmqeHHb1X AaHHb1X H npueMJ1eMb1M ypoBHeM pucrca. YCTaHOBKa nopor0Bb1X 3HaqeHHÜ

pucl€a ocyuxeCTBJ1qeTCS1 B 3aBHCHMOCTH OT PUJIHLIHb1X cueHapneB HCTIOJ1b30BaHHH AaHHb1X.

TIPOTOKOJIOB KOHceHcyca: P-BFT (Practical Byzantine Fault Tolerance) RAFT (Replicated

State Machine Protocol). B 3T0ii cHCTeMe 06beÅHHeHb1 npeMMY1uecTBa 060ux IIPOTOKOJIOB,
06ecneLIHBa51 BblCOKYO OTKa30YCTOiiLIHBOCTbH ÅOCTOBePHOCTb AaHHb1X B pacnpeneJ1eHH0ii

cpeme. MHoroyp0BHeBaq ceTb, ucr10J1b3Y011-xaq KOM6HHaqmo P-BFT H RAFT,

opraHH30BaHa Ha HeCKOJ1bKHX ypoBH%x, rme Ka)KÅb1Ü ypoBeHb onepnpyeT OTAeJ1bHb1MH

31<3eMmrqpaMH IIPOTOKOJIOB K0HceHcyca. 3T0 06ecne11HBaeT CHCTeMe paHHee 06HapY)1€eHne

LleTBepTan rnaBa ormcb1BaeT pea.JIH3aumo MHOrOYPOBHeBOÜ ceTH c lipurvreHeHvrerv1

TIPOTOKOJIOB P-BFT H RAFT. B 3T0ii rnaBe 110AP06H0 3Ta11b1: HacTpoii1€a

ceTH, pacnpezxenemle Y3JIOB, 06pa60T1€a TpaH3aK11HÜ c HC110J1b30BaymeM P-BFT,

CHHxp0HH3a11H% maHHb1X qepe3 RAFT, aBTOMaTuqeCKoe BOCCTaHOBJ1eHne MOHHTOPHHF

orlTHMH3auvm HPOH3BOÅHTeJ1bHOCTH.

B 3aKJ1k01-1eHHH 110AqepKHBaeTc51 B&KHOCTb C03naHH51 BHPrryaJ1bHb1X Ma111HH

CHCTeM 6J10KqeiiH, MeTOÄOJIOFHH 3ar1ycKa BVIPTYU1bHb1X cpeÅ H 06ecneqeHH% 6e3011acHoro

nocTyna K pecypcaM, LITO crioc06CTByeT YJIY1-1L1.1eHHK) 06meii 11POH3BOÅMTeJ1bHOCTH H

rapaHTupyeT Hame)KHOCTb B reTeporeHHoM 06næ-1HOÜ BblHHCJIHTeJ1bHOÜ cpene.

HeCOMHeHHb1M AOCTV1)1ceHneM aBTopa SIBJIRTC51 110JIY1-1eHue KOHKpeTHb1X

pe3YJ1bTaTOB Ha BHPTyaJ1bHb1X Bb11-1HCJIHTeJ1bHb1X pecypcax, pa3pa60TKa qaCTHb1X MeTOÅHK

H a.nrOPHTMOB, OCHOBaHHb1X 1--1a TeopeTnqecKvrx HCCJ1eÅOBaHH51X npmcrruqecKnx

3KcnepmvßHTax.

1.

2.

3aMeqaHHf1 no pa60Te:

Bo Bcex I-mcneHHb1X 3KcnepHMeHTax HC110J1b3YOTC}1 TOJ1bKO HCKYCCTBeHHb1M

06pa30M 110Å06paHHb1e TeCTOBb1e maHHb1e. 3Hat1HTeJ1bHb1M npeHMY11-xecTBOM 6b1J10

6b1 HC110J1b30BaHue peaJ1bHb1X AaHHb1X.

Man BHHMaHH% yneneH0 Bonpocy CXOÅHMOCTVI 6anaHCHPOB111HKaHarpy3KH B

K0HTeiiHepax.



3. Elpv•l VICTIOJ1b30BaHVIH KOHTeiiHepoB, OC06eHHO AOKKep KOHTeiiHePOB, TIO Aena

1101BJ1fffOTC% ABe HaÅCTP0iiKH Ha OAHOM TOM xe nmpe, KOTOPb1e 06pamm0Tc;1 K

OAH0ii H TOM xce narv1ATH. IloqeMY TYT He B03HHKaeT

YKuaHHb1e 3aMeqaHHH He HOCHT 11PHHunrmaJ1bHoro xapaKTepa VI He BJIHMOT Ha

06L11Y0 nonoxnrreJ1bHY0 oueHKY nnccepTaAH0HH0ii pa60Tb1, KOTopa51 IlpoH3BOAHT

xopomee BIIeqaTJ1eHne.

C yqeT0M Bcero BblmeCKæaHHOro 110J1araK):

Comeprcmme AHccepTa11HH KHAMOBa )Kacypa YTKHPOBuqa Ha rreMy: «O np06neMax

011THMH3a1-1HH 6e30nacHocTH MHOrOYPOBHeBOÜBHpTyaJ1bH0ii COOTBeTCTByeT

HayqH0ii ClieUVIU1bHOCTH 1.2.2. MaTeMaTnqecKoe M0ÅeJIHPOBmme, MHCJ1eHHb1e MeTOÅb1

KOM11J1eKCb1 rlporpaMM.

AuccepTa11H% SIBJIRTC% pa60T0ii, B KOTOPOÜ comepxurrcq

pemeHne HayHH0ii 3amaqu, HMeY01ueii 3HaqeHue pa3BHTH% cooTBeTcTBymueii 0TpacJIH

3HaHHÜ, JIH60 H3J10xeHb1 HOBb1e Hayt1H0 060CHOBaHHb1e TexHuqecrcne, rrexHOJ10rnqeCKvre

HHb1e pemeHH51 pupa60TKH, HMeY01-uvre cyueCTBeHHoe 31--1aqeHue pa3BHTH% CTPaHb1.

11 FIop%A1€a fipncyxcneHH51 CaHKT-11eTep6yprcKHMHapymeHHü VIYHKTOB 9,

rocymaPCTBeHHb1M YHHBepcnrreT0M yqeH0ü CTeneHH KawummaTa HayK, yqeH0ii cTeneHH

Å0KTopa HayK COHCKaTeneM yqeH0ii CTeneHH He YCTaHOBJ1eHO.

ÅuccepTaLIHH COOTBeTCTByeT KPHTePH%M, KOTOPb1M AOJ1)KHb1 OTBeqaTb muccepTa11HH Ha

covrcKaHue yqeH0ii cTene1-1H KaHÅHÅarra HayK, YCTaHOBJ1eHHb1M IIPHKUOM OT 19.1 1.2021 N!

11181/1 nopqmrce npncyxneHH% yqeHb1x cTe11eHeü B CaHKT-FIeTep6yprcK0M

rocYAapcTBeHHOM YHMBepcurreTe»H peKOMeHÅOBaHa K 3a111HTe B CF16FY.

Cqurrmo, MTO COVICKaTeJ1b KVMMOB )Kacyp YTKHPOBHLI 3acJIY)KHBaeT npncyxneHv1}1

yqeHoM1 cTerreHH KEIHÅHÅarra -rexymqecycnx Elaymc 110 CIRUHaJ1bHOCTU 1.2.2. MaTeMarrnqecKoe

M0ÅeJIHID0Bayme, CIHCR1--1Hb1eMeTOAb1 KOM11JRKCb1 nporpaMM.
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